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(54) METHOD, SERVER AND PROGRAM FOR PROVIDING DIGITAL CONTENTS 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide pay digital 
contents to a user and to efficiently perform charging to 
the user. 

SOLUTION: The contents server holds contents to be 
provided to a user terminal, the user terminal transmits 
user identification information and a contents request to 
the contents server and the contents server requests the 
decision of whether contents can be provided or not to 
the authentication server of ISP for connecting the user 
terminal to the Internet. Then, the authentication server 
decides whether the contents can be provided or not and 
when a notice showing that the contents can be provided 
is received from the authentication server, the contents 
server provides the contents. Then, charging is 
performed to the relevant user by the charging means of 
the ISP. 




CLAIMS 



[Claim(s)] 

[Claim l]It is the method of providing a user terminal with digital contents on the 
Internet, A content server holds contents for providing for a user terminal, A user 
terminal transmits user identification information and a contents request to a content 
server, A content server a judgment of whether to be able to provide a user terminal 
with demanded contents, Information about this user terminal is required of an 
authentication server of ISP linked to the Internet, User authentication is performed 
when an authentication server compares said user identification information with 
registration data which this authentication server holds, Judge whether this user 
terminal can be provided with contents, and a content server, A method that a user 
terminal is provided with contents when a notice of a purport that contents offer is 
possible is received from an authentication server, and a charging means in said ISP is 
characterized by performing fee collection to the contents offer concerned to the user 
concerned. 

[Claim 2] When said content server requires a judgment of an authentication server of 
said ISP, This content server transmits to an authentication server with said user 
identification information, and information about contents an authentication server, A 
method according to claim 1 of judging whether said user terminal can be provided 
with contents based on information about these contents, and performing said fee 
collection based on fare information in information about these contents, while 
performing user authentication based on this user identification information. 
[Claim 3] A method according to claim 1 of said content server accumulating a log 
about contents offer, and a clearing house server collecting said logs, and gathering 
data in this log for every holder of every ISP and contents. 

[Claim 4] When permitting contents offer to the 1st user terminal, said authentication 
server holds information on a purport that the 1st user terminal connects, and said 
content server, When performing contents offer to the 1st user terminal, and 
information on a purport that the 1st user terminal connects is held and the 1st user 
terminal has received contents offer, When a contents request is made from the 2nd 
user terminal using the same user identification information as user identification 
information transmitted from the 1st user terminal, an authentication server, It is asked 
whether a user terminal corresponding to this user identification information connects 
with a content server of a connection destination of the 1st user terminal, A method 
according to claim 1 of continuing a judgment of contents offer propriety to the 2nd 



user terminal, if a contents request from the 2nd user terminal will be refused if it is 
under connection, and it is not [ be / it ] under connection. 

[Claim 5]A means to hold contents for being a content server which provides a user 
terminal with digital contents on the Internet, and providing for a user terminal, A 
means to require a judgment of whether to be able to provide a user terminal with 
demanded contents if user identification information and a contents request are 
received from a user terminal of an authentication server of ISP which connects this 
user terminal to the Internet, A content server having a means to provide a user 
terminal with contents when a notice of a purport that contents offer is possible is 
received from an authentication server. 

[Claim 6] It is used in order to provide a user terminal with digital contents on the 
Internet, A means to be an authentication server in ISP which connects this user 
terminal to the Internet, and to receive a demand of a judgment of whether to be able 
to provide this user terminal with contents demanded from a user terminal from a 
content server, User authentication is performed by comparing user identification 
information received from a content server with registration data which this 
authentication server holds, An authentication server having a means to judge whether 
this user terminal can be provided with contents, and to transmit a result of a judgment 
to a content server. 

[Claim 7] When said content server requires a judgment, this content server transmits 
to an authentication server with said user identification information, and information 
about contents this authentication server, The authentication server according to claim 
6 which judges whether said user terminal can be provided with contents based on 
information about these contents, and performs processing for said fee collection 
based on fare information in information about these contents while performing user 
authentication based on this user identification information. 

[Claim 8] When permitting contents offer to the 1st user terminal, and information on 
a purport that the 1 st user terminal connects is held and the 1 st user terminal has 
received contents offer, said authentication server, When a contents request is made 
from the 2nd user terminal using the same user identification information as user 
identification information transmitted from the 1st user terminal, this authentication 
server, Duplication of user identification information which starts a contents request 
based on said information is recognized, It is asked whether a user terminal 
corresponding to this user identification information connects with a content server of 
a connection destination of the 1st user terminal, The authentication server according 
to claim 6 which will continue a judgment of contents offer propriety to the 2nd user 



terminal if a contents request from the 2nd user terminal will be refused if it is under 
connection, and it is not [ be / it ] under connection. 

[Claim 9]It is a digital contents providing system which provides a user terminal with 
digital contents on the Internet, For every area, have two or more content servers 
holding contents for providing for a user terminal, and a content server of an every 
place region, It is connected to each ISP via a router of each ISP, is connected to an 
access network of an every place region via a network termination, and each content 
server, A means to require a judgment of whether to be able to provide a user terminal 
with demanded contents if user identification information and a contents request are 
received from a user terminal of an authentication server of ISP which connects this 
user terminal to the Internet, When a notice of a purport that contents offer is possible 
is received from an authentication server, have a means to provide a user terminal 
with contents, and an authentication server of each ISP, User authentication is 
performed by comparing user identification information received from a content 
server with registration data which this authentication server holds, A system having a 
means to judge whether this user terminal can be provided with contents, and to 
transmit a result of a judgment to a content server. 

[Claim 10] A procedure of acquiring and holding contents for being a program which 
makes a computer performing processing which provides a user terminal with digital 
contents on the Internet, and providing for a computer at a user terminal, A procedure 
of requiring a judgment of whether being able to provide a user terminal with 
demanded contents if user identification information and a contents request are 
received from a user terminal of an authentication server of ISP which connects this 
user terminal to the Internet, A program which performs a procedure of providing a 
user terminal with contents when a notice of a purport that contents offer is possible is 
received from an authentication server. 

[Claim 1 l]It is used in order to provide a user terminal with digital contents on the 
Internet, It is a program in an authentication server in ISP which connects this user 
terminal to the Internet, A procedure of receiving a demand of a judgment of whether 
being able to provide an authentication server with contents demanded from a user 
terminal from a content server at this user terminal, A program which performs a 
procedure which performs user authentication, judges whether this user terminal can 
be provided with contents, and transmits a result of a judgment to a content server by 
comparing user identification information received from a content server with 
registration data which this authentication server holds. 

[Claim 12] When said content server requires a judgment, this content server transmits 



to an authentication server with said user identification information, and information 
about contents said program, A procedure of judging whether said user terminal being 
provided with contents based on information about these contents while performing 
user authentication based on this user identification information, The program 
according to claim 1 1 which makes an authentication server perform a procedure of 
performing processing for said fee collection based on fare information in information 
about these contents. 

[Claim 13] When permitting contents offer to the 1st user terminal and a procedure of 
holding information on a purport that the 1st user terminal connects, and the 1st user 
terminal have received contents offer, If a contents request is made from the 2nd user 
terminal using the same user identification information as user identification 
information transmitted from the 1st user terminal, Duplication of user identification 
information which starts a contents request based on said information is recognized, It 
is asked whether a user terminal corresponding to this user identification information 
connects with a content server of a connection destination of the 1st user terminal, 
The program according to claim 1 1 which makes an authentication server perform a 
procedure which will continue a judgment of contents offer propriety to the 2nd user 
terminal if a contents request from the 2nd user terminal will be refused if it is under 
connection, and it is not [ be / it ] under connection. 

DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the technology of charging charged 

digital contents by providing for a user on the Internet. 

[0002] 

[Description of the Prior Art]In recent years, the service which provides charged 
digital contents on the Internet is spreading. 

[0003]In order for a contents holder to provide contents to a digital contents viewer 
and to perform a charge collection conventionally, For example, the hosting 
contractor who kept a contents holder or contents, To two or more ISP users, contents 
were provided, it charged with the original charge system, or one ISP kept digital 
contents for two or more contents holders, and the ISP had charged the user. 
[0004] 

[Problem to be solved by the invention]However, according to the above-mentioned 



conventional technology, offer and fee collection of pay content which were 
uniformed were not able to be carried out easily. 

[0005]This invention is 5]. This invention is made in view of the above-mentioned 
point, and is a thing. 

The purpose provides a user with the charged digital contents which can view and 
listen to many and unspecified persons, Making it possible to perform fee collection to 
a user efficiently, a contents holder is providing the digital contents supply method 
and server row which make it possible to collect content rates only by depositing 
contents. 

[0006] 

[Means for solving problem]In order to attain the above-mentioned purpose, this 
invention can be constituted as follows. 

[0007]The invention according to claim 1 is the method of providing a user terminal 
with digital contents on the Internet, A content server holds the contents for providing 
for a user terminal, A user terminal transmits user identification information and a 
contents request to a content server, A content server the judgment of whether to be 
able to provide a user terminal with the demanded contents, It requires of the 
authentication server of ISP which connects this user terminal to the Internet, User 
authentication is performed when an authentication server compares said user 
identification information with the registration data which this authentication server 
holds, It judges whether this user terminal can be provided with contents, when a 
content server receives the notice of the purport that contents offer is possible from an 
authentication server, a user terminal is provided with contents, and the charging 
means in said ISP performs fee collection to the contents offer concerned to the user 
concerned. 

[0008]According to this invention, since user authentication is performed by ISP and 
fee collection to contents viewing is performed, it becomes possible to provide pay 
content efficiently. For a user, since it is not necessary to newly perform user 
registration etc., it becomes possible to view and listen to pay content easily. 
[0009]In a description of Claim 1, when said content server requires a judgment of an 
authentication server of said ISP, the invention according to claim 2, This content 
server transmits to an authentication server with said user identification information, 
and information about contents an authentication server, While performing user 
authentication based on this user identification information, it judges whether said 
user terminal can be provided with contents based on information about these 



contents, and said fee collection is performed based on fare information in 
information about these contents. 

[0010] According to this invention, it becomes possible to perform access restriction 
according to the contents of contents. 

[001 1]A log concerning [ on a description of Claim 1 and / said content server ] 
contents offer in the invention according to claim 3 is accumulated, a clearing house 
server collects said logs and data in this log is gathered for every holder of every ISP 
and contents. 

[00 12] According to this invention, data required for billing from data in which two or 
more ISP and two or more contents holders were intermingled to each ISP, and charge 
payment to each contents holder is generable. Thereby, a contents holder becomes 
possible [ collecting content rates only by depositing contents with a content server ]. 
[0013]In the description of Claim 1, the invention according to claim 4 said 
authentication server, When permitting contents offer to the 1st user terminal, hold the 
information on the purport that the 1st user terminal connects, and said content server, 
When performing contents offer to the 1st user terminal, and the information on the 
purport that the 1st user terminal connects is held and the 1st user terminal has 
received contents offer, When a contents request is made from the 2nd user terminal 
using the same user identification information as the user identification information 
transmitted from the 1st user terminal, an authentication server, If it asks the content 
server of the connection destination of the 1st user terminal whether the user terminal 
corresponding to this user identification information connects and is connected with it, 
the contents request from the 2nd user terminal will be refused, and if it is not [ be / it 
] under connection, the judgment of the contents offer propriety to the 2nd user 
terminal will be continued. 

[00 14] According to this invention, it becomes possible to prevent unlawful access by 
using one user ID at two or more terminals. It is possible to amend this, when the 
mode inconsistency of user login information arises between a content server and an 
authentication server. 

[0015]The invention according to claim 5 is the above-mentioned content server, and 
the invention according to claim 6 to 8 is the above-mentioned authentication server. 
[0016]The invention according to claim 9 is a digital contents providing system which 
provides a user terminal with digital contents on the Internet, For every area, have two 
or more content servers holding contents for providing for a user terminal, and a 
content server of an every place region, It is connected to each ISP via a router of each 
ISP, is connected to an access network of an every place region via a network 



termination, and each content server, A means to require a judgment of whether to be 
able to provide a user terminal with demanded contents if user identification 
information and a contents request are received from a user terminal of an 
authentication server of ISP which connects this user terminal to the Internet, When a 
notice of a purport that contents offer is possible is received from an authentication 
server, have a means to provide a user terminal with contents, and an authentication 
server of each ISP, By comparing user identification information received from a 
content server with registration data which this authentication server holds, user 
authentication is performed, and it judges whether this user terminal can be provided 
with contents, and has a means to transmit a result of a judgment to a content server. 
[001 7] According to this invention, it becomes possible to provide contents so that a 
difference may not appear in contents quality, even if it uses which ISP. 
[0018]The invention according to claim 10 to 13 is a program in each above- 
mentioned server. 
[0019] 

[Mode for carrying out the invention]Principle composition of a digital contents 
providing system of this invention is shown in drawing 1 . First, an outline of a digital 
contents providing system of this invention is explained usin gdrawing 1 . 
[0020] As shown in drawing 1 , a digital contents providing system of this invention 
has an ISP user's user terminal 1, the content server 2, the ISP authentication server 3 
of the ISP concerned, and the clearing house server 4, and takes composition in which 
each was connected to the Internet 5. ISP in the figure is ISP which the user 
concerned has joined as an Internet connectivity provider. 

[0021]The contents holder server 6 shown in the figure is a server which a contents 
holder has, Contents holders are those to whom a person holding copyright of digital 
contents or copyright employment was entrusted, think that he wants many and 
unspecified large potential visitors to see digital contents, and deposit digital contents 
of self with the content server 2. 

[0022]ISP is an Internet Service Provider. In this invention, when a user of the ISP 

concerned acquired, views and listens to contents of the content server 2, this ISP 

charges a content rate at the user concerned. The fee collection itself can be performed 

using a conventional method in a fee collection server in ISP, etc. 

[0023]The user terminal 1 is a terminal of a user who wishes viewing and listening of 

contents, to the content server 2, establishes a connection and uses digital contents in a 

server. 

[0024]The content server 2 is a server which a contents hosting contractor holds, and 



holds a copy of a contents holder's digital contents, for example. ISP may hold the 
content server 2. 

[0025] The clearing house server 4 is a server which a clearing house contractor holds, 
and performs processing for carrying out reallocation of the content rate which ISP 
collected to a contents holder and a contents hosting entrepreneur, for example. It is 
also possible to constitute the clearing house server 4 and the content server 2 from 
one server. 

[0026]The ISP authentication server 3 holds information of a subscription user of ISP, 
and judges permission or denial of access to a user's contents by performing user 
authentication. About the ISP authentication server 3, the existing server which the 
ISP concerned uses for user authentication etc. can be used. 

[0027]Each server is realizable by carrying a program which performs processing in 
this invention to a computer which has CPU, a hard disk, an input/output device, a 
communication control unit, etc. 

[0028] An operation outline of a digital contents providing system of drawing lis 
explained below. 

[0029] Step 1 A contents holder deposits a copy of digital contents to the content 
server 2 first. It unites and fare information of the contents concerned is also notified 
to the content server 2. Fare information is information on ** to which it can be 
viewed and listened, for example, if the contents are 100 yen, or monthly amount a 
course of 500 yen in one viewing and listening. 

[0030]Step 2 user gives the viewing-and-listening demand of pay content from the 
user terminal 1 to the content server 2 via the Internet 5. Then, the content server 2 
requires the input of access ID or a password of a user, and a user inputs them. The 
access ID and password are the same as that of what is used in ISP which the user 
concerned has joined at the time of an Internet connectivity. 

[003 1] Step 3, next the content server 2 ask whether permit the user concerned viewing 
and listening of contents to the ISP authentication server 3. The information that it is 
in inquiry information (which user is what kind of fee collection about which 
contents) here is included. 

[0032] "Which user" in the above-mentioned inquiry information is access ID and the 
password which the user entered, and an ISP authentication server attests whether you 
are a customer of the ISP concerned with this. "Which contents" are information for a 
user to identify the contents which required viewing and listening, and a file name, a 
contents holder name, a live program name, etc. are included. "What kind of fee 
collection" is the fare information specified when the contents holder server 6 



deposited contents with the content server 2 at Step 1. 

[0033]By verifying the contents of an inquiry, the ISP authentication server 3 which 
received step 4 inquiry information judges whether contents may be shown to a user, 
and returns a result of judgment to the content server 2. 

[0034] Although various standards of judgment can be set up, since it is required for 
the user concerned to be a user of the ISP concerned in order to perform fee 
collection, the user concerned judges at least whether you are a your company 
customer from ID and a password. When viewing-and-listening refusal is carried out 
as other judgment, for example when applicable contents belong to a competitor, or a 
case where the contents of contents are not suitable for the user concerned, and a user 
are doing charge nonpayment to ISP, it is possible to make a judgment which carries 
out viewing-and-listening refusal. In order that an ISP authentication server may judge 
contents offer propriety, information that the contents of contents were beforehand 
indicated from a content server to ISP as shown in a program guide can also be 
transmitted. For example, control of refusing a contents request which is not in the 
program guide is attained. 

[0035]Here, when the ISP authentication server 3 returns viewing-and-listening 
permission to the content server 2, if ISP charges the user concerned by accounting 
information contained in the contents of an inquiry and viewing-and-listening refusal 
is carried out, fee collection of contents will not be performed. 
[0036]The step 5 content server 2 will distribute contents to the user terminal 1, if 
viewing-and-listening permission gets down from the ISP authentication server 3. 
When viewing and listening is refused, permission or denial of the access to the 
contents from the user terminal 1 is carried out. The content server 2 holds the result 
of attestation as an attestation log. 

[0037] Then, the clearing house server 4 will perform processing for a charge 
collection. The method of a charge collection is explained using the key map shown 
in drawing 2 . 

[003 8] About the contents which carried out viewing-and-listening permission, step 
1 1ISP charges a user using a fee collection server etc. according to the appointed fare 
information, and collects a charge from a user. Fee collection to contents can be 
carried out by including in the fee collection to the usual Internet connectivity. 
[0039]The step 12 clearing-house server 4 collects attestation logs from the content 
server 2. Thereby, the information on each ISP having carried out viewing-and- 
listening permission of what at which charge when at which user etc. is accumulated 
on the clearing house server 4. 



[0040] Step 13 and a clearing house contractor charge the audience fee gold which 
deducted the vicarious execution collection commission according to the log 
accumulated on the clearing house server 4 to ISP. 

[0041] Step 14ISP will pay a clearing house contractor the amount billed, if it judges 
that the claim of Step 13 is appropriate from the log of its company. 
[0042]A clearing house contractor pays a contents hosting contractor an equipment 
usage fee if needed [ step 15 ]. 

[0043] Step 16 A clearing house contractor pays a contents holder the audience fee of 
applicable contents. 

[0044] A step 17 clearing-house contractor unites and submits the log of viewing and 
listening to a contents holder. 

[0045]Next, the above-mentioned digital contents providing system is explained more 
to details. 

[0046] (System configuration) The example of the composition of the digital contents 
providing system of this invention is shown in drawing 3 and 4. This example is an 
example in the case of considering a content server as local distribution installation, 
shows drawing 3 an entire configuration and shows drawing 4 the composition of each 
base. 

[0047] As shown in drawing 3 , quality of contents with which a user is provided can 
be uniformed by making every place distribute a content server. As shown in drawing 
4, by carrying out direct continuation of the content server to each ISP in a base 
building, it becomes possible to provide contents, without being dependent on 
network composition of each ISP, and also quality can be uniformed. 
[0048]Therefore, since it becomes the almost same quality even if a user uses which 
ISP, a contents holder can determine prices of contents. 

[0049]Next, authentication technology and unlawful access permission-or-denial 
technology are explained as main technology in the above-mentioned digital contents 
providing system. 

[0050](Authentication technology) The tables which the content server 2 has are 
shown in drawing 5 . A table which the ISP authentication server 3 has is shown 
in drawing 6 . Operation in a content server and an ISP authentication server is 
explained more to details using drawing 5 and drawing 6 . 

[0051]In drawing 5 , it is a contents storage in the contents repository 7, and contents 
for providing for a user are stored. The contents managing table 8 has an item of a fee 
collection pattern for every contents, access restriction, an owner, etc. The ISP 
authentication server control table 9 stores a domain name and an ISP authentication 



server dress corresponding to the domain name in which ISP authentication server as 
information for determining whether an authentication demand should be published 
from a domain name of user ID which carried out the connection request. It has the 
connected user table 10 showing a list of a user under present connection and an 
authentication demand, and the attestation log 1 1 which records event information for 
every notice of cutting. 

[0052] As shown in drawing 6 , as for a user management table which the ISP 
authentication server 3 holds, it has user ID, a password, access restriction, and a 
state. 

[0053]The operation in user authentication is as follows. 

[0054]First, a user who has joined ISP1 transmits an access request to the contents A 
by entering user ID and a password (Step 21). Then, in the content server 2, the 
contents managing table 8 is referred to and a fee collection pattern of the contents A, 
access restriction information, and an owner name of contents are extracted (Step 22). 
[005 5] And the content server 2 searches an address of domain name ispl to ISP1 
authentication server of ISP 1 with which a user joins from the ISP authentication 
server control table 9, Attestation is required by transmitting information about 
contents, including a contents name, an owner, fare information, etc., to the 
addressing to an address with user ID and a password (Step 23). At this time, the 
contents of that authentication demand are recorded on the attestation log 1 1 . 
[0056]In ISP1 authentication server which received an authentication demand, it is 
attested whether the user concerned is a customer of his company, and whether it 
corresponds to access restriction with reference to a user management table shown 
in drawing 6 . It is judged whether ISP1 authentication server provides contents by 
having contents information to which it can be viewed and listened, or viewing-and- 
listening prohibition contents information, and comparing contents information 
required as this information. Information about a charge of the contents concerned 
transmitted from a content server is used for contents viewing charge fee collection to 
the user concerned. 

[0057] And the authentication result is returned to the content server 2. 
[0058] When ISP1 authentication server permits contents access, an item of a "state" 
of a table shown in drawing 6 becomes "under connection." When the user terminal 
concerned connects with the content server 2 and receives offer of contents, ID of the 
user concerned, etc. are indicated as a user under present connection in the connected 
user table 10. moreover - contents ~ offer ~ an end - the time -****- a connected 
user - a table - ten - from -- being concerned ~ a user ~ deleting -- having - a 



content server - contents providing service ~ having completed ~ a purport ~ ISP ~ 
one » an authentication server - notifying - ISP ~ one ~ an authentication server - 
being concerned - a user - corresponding ~ user management ~ a table ~ " -- a state 
__ " .. " _. un — connection — " ~ it carries out. These are used in unlawful access 
permission or denial mentioned later. 

[0059] (Unlawful access permission-or-denial technology) When user ID and a 
password perform access authentication to the content server 2 as mentioned above, 
others' access ID and a password are used unjustly and there is a risk of unlawful 
access that two or more users acquire contents simultaneously by one ID being 
performed. In order to prevent such unlawful access, a connected user table and a user 
management table which were explained in drawing 5 and drawing 6 are used. 
Hereafter, processing for prevention from unlawful access is explained using drawing 
7_and drawing 8 . 

[0060]In drawing 7 , a user performs an access request first to a digital content server 
installed in Sapporo, and it is assumed that access is permitted, and it is viewing and 
listening to applicable contents (Steps 31-33). At this time, an ISP authentication 
server makes @ Sapporo" the state corresponding to the user ID concerned in a user 
management table during "connection. This means that a content server of Sapporo is 
supplying the user concerned with service. The user ID (idl@ispl) concerned is 
added to a connected user table in a content server of Sapporo. 
[0061] When other users perform a contents access request with same user ID and a 
password, for example to a content server of Tokyo while this user connected (Step 
34), a user corresponding to the user ID connects an ISP authentication server which 
received an authentication demand by the above-mentioned user management table — 
thing recognition is carried out (Steps 34 and 35). 

[0062]Thus, when an ISP authentication server receives an authentication demand 
again to user ID under connection (double access detection), an ISP authentication 
server receives a content server of Sapporo, It asks whether the first user is supplying 
service (is the user ID concerned shown in a connected user table or not?), and if it 
becomes clear that the first user connects, an ISP authentication server will return a 
connection refusal to an authentication demand (Steps 36-38). 
[0063]On the other hand, when it is checked in a content server of Sapporo that the 
user concerned does not connect, When authentication work is continued to an 
authentication demand (Step 35) of a content server of Tokyo, attestation is successful 
and it is judged that contents viewing is possible, contents are provided from a content 
server of Tokyo to the user concerned. 



[00641 Drawing 8 is a flow chart which shows processing in an ISP authentication 
server. 

[0065]If a certain access point has access from a user (Step 41), user authentication is 
performed (Step 42), if attestation is O.K., with reference to a user management table, 
it will judge whether the user concerned is [ ****** ] under connection (under login), 
and connection will be refused if attestation is NG. Next, with reference to a user 
management table, it checks whether the user concerned connects (under login) (Step 
43), and connection will be permitted if it has not connected. When in under 
connection (under login) a state is asked to a content server under connection 
concerned (Step 44) and there is a reply under connection from a content server, 
connection is refused, and connection is permitted at the time of un-connecting (Step 
45). 

[0066]By checking whether it is under [ connection ]****** to the content server 
which starts the first user access as mentioned above, By loss on reboot of a content 
server, and the network of an authentication packet, etc., in spite of having completed 
the service supply in the content server about the first user, Even when the mode 
inconsistency recognized that only an ISP authentication server is among service 
provision arises, it becomes possible to judge connection permission or denial 
exactly. 

[0067]By conducting a double access inspection by an ISP authentication server, even 
when unlawful access is tried from the user belonging to a different content server, 
double access can be detected. 

[0068](Accounting) Next, the processing which the clearing house server 4 performs 
is explained using drawing 9 for the charge collection explained bydrawing 2. 
[0069]The clearing house server 4 collects the attestation logs shown in (a) ofdrawing 
9_from each content server. The collected attestation logs have information, including 
viewing-and-listening time, ISP which charges a user, a user, a contents holder name, 
a contents name, the amount of money, etc. 

[0070]Thus, it becomes possible to ask each ISP for audience fee gold by carrying out 
identification of multiple accounts under the same name as a single entity for every 
ISP, and making it the form shown in drawing 9 (b) to the log information in which 
two or more ISP and two or more holders were intermingled. It becomes possible to 
pay a contents holder the audience fee of contents by carrying out identification of 
multiple accounts under the same name as a single entity for every holder name, and 
making it the form shown i ndrawing 9 (c). A contents holder becomes able [ which 
user ] to grasp to which contents it viewed and listened when by providing a contents 



holder with a viewing-and-listening log. 

[0071]Change and application are variously possible for this invention within Claims, 

without being limited to the above-mentioned working example. 

[0072] 

[Effect of the Invention] As mentioned above, according to this invention, the contents 
holder can obtain a content rate, without using an original charge system by 
depositing contents to a contents hosting contractor. 

[0073]Since the contents quality in which the end user of every ISP is almost 
homogeneous can be acquired by arranging two or more content servers at the place 
near an end user, a contents holder becomes possible [ performing uniform rates ], 
without choosing ISP. 

[0074]It becomes possible to choose only the information in connection with the ISP 
concerned, and to collect audience fee gold to the ISP to each ISP, by processing of 
the clearing house server in this invention. On the other hand, to each contents holder, 
only the information in connection with the contents of the contents holder concerned 
is chosen, and it becomes possible to pay an audience fee. 
[0075]It becomes possible to realize the above effective rate collection, without 
creating a new customer database, since it can charge by attesting using the existing 
attestation in ISP, a charge system, and registration data in this invention. 
[0076]Therefore, when the user of ISP-A looks at the contents of ISP-B according to 
this invention, The fee collection of a content rate is made from ISP-A to a user, and 
on the other hand, when [ that ] the user of ISP-B views and listens to the contents of 
ISP-A as reverse, the fee collection of a content rate is made from ISP-B to a user. 
Thus, unlike the former, it becomes possible to build the relation of N:M of a contents 
holder and ISP. 

DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing li lt is a figure showing the principle composition of the digital contents 
providing system of this invention. 

[Drawing 21 It is a figure for explaining the method of a charge collection. 
[Drawing 3 l it is a figure showing the composition of a digital contents providing 
system. 

[Drawing 41 It is a figure showing the composition of a digital contents providing 



system. 

[Drawing 51 It is a figure showing the tables which a content server has. 
[Drawing 61 It is a figure showing the tables which an ISP authentication server has. 
[Drawing 71 It is a figure for explaining unlawful access prevention technology. 
[Drawing 81 It is a flow chart which shows the processing in an ISP authentication 
server. 

[Drawing 91 It is a figure for explaining the processing in a clearing house server. 
[Explanations of letters or numerals] 

1 User terminal 

2 Content server 

3 ISP authentication server 

4 Clearing house server 

5 Internet 

6 Contents holder server 

7 Contents repository 

8 Contents managing table 

9 ISP authentication server control table 

10 Connected user table 

1 1 Attestation log 
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[Drawing 11 




[Drawing 21 



[Drawing 3] 



[Drawing 4] 




[Drawing 51 



[Drawing 61 
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[Drawing 71 



fDrawing 81 



[Drawing 91 
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contents to a user and to efficiently perform charging to 
the user. 

SOLUTION: The contents server holds contents to be 
provided to a user terminal, the user terminal transmits 
user identification information and a contents request to 
the contents server and the contents server requests 
the decision of whether contents can be provided or not 
to the authentication server of ISP for connecting the 
user terminal to the Internet Then, the authentication 
server decides whether the contents can be provided or 
not and when a notice showing that the contents can be 
provided is received from the authentication server, the 
contents server provides the contents. Then, charging is 
performed to the relevant user by the charging means of 
the ISP. 
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[0056] »|ES*S:$lt fc I S P 1 BSEif-^-C 
i±, E)6(^1-3--iffagmiL, SK3-if^g 
4t©«*t?*>S*»S*\ 7^-fe^lHRKKSt5*»SA» 
^^BliEtSo I S P lBKt-^liffiflS^ffia 

If « t ^tvfc = y yfflf * t ZtmtZZ k m J; 

y T yyf- /<4»b3HI**bfca*3V^yyo#^K 
BW-sflMfcatta-^ y 2 3 yryvmwm 

^©fc©fcffi^1-5 0 

[0057] ^l-c, ^©BiE^m^ay^y^-y— ^ 

[0058] I SP l BBEif-^ 3 yry 77 



11 

ftL-CSSRa— iffgi OWE***,*. 4fc, =>>r 

>y«tt»7i$t«:«»*-f * i o a»e> aRa.— s 8 as 

S:^57LfcB*I SPl»tE-9-w<{ca*pU ISP1 

»E^<fiatta— tftftJStsa— tftaa© "ft 

*" *8« ^tufcfi, «fc+5*3E7* 

[0059] (ttTttxffg&m ^yryy-t- 10 

2 ~-©7 ? -tr*lSfiE£±sS© J; 5 \^—f I D i 
!7-K-Cfr5»a\ ffiA©7*-tr*iDi/<*7-K«: 
*IE£fiJJBU low I DT|f3R#(c«©3.-lW3y 

r y y * sat 5£v^*iE7*-fe* ^fffctia feift ^ 
%.um 6 t*$^TRw Lfcssas^— fsm. 

[0 0 6 0] Bl7tr*3V>X, *T, 3.-tf#$L«fcR11 
^itf-f^^a^ryyt- '<\Z.%bX7t±Xg 20 

LTV^i©i-f-S Ufy/3 1~3 3) . £©i 
t % I S P»tE*w<|±, a— lfta*tistt«att3- 
-IflDK^JSi-SiRft* "SaRfatUl" its. - 
3*3.— if fctUi© = >f f— /W- tf * 
f£4*T*&5£VN5rt£;l(*t3o ftl©3V 

^>y^w<t*j^5satt3.— m\-m^-f i d 

(i d 1@ i s P 1) £i!A0t6o 
[0 0 6 1] r©a— WttRipfc, ffiO^-Hf^, 0ij 
xtfjfOjCWayryyf-- /<K*LTW]Ca— fl D4 30 

4) , »tEB**$ltfc I S PBSEIf- 
±lEa— iff a*fc J: 9 , tea- if I Dt#JSt«a 
^iBBtS (^T77 , 3 4 < 3 

5) . 

[0 0 6 2] r©<fc5(^ I s PlMEf— Stt* 
©a-f I D LTff tmiiH!**Srt-fc*^ ( 2 1 
7*-fe*ftffl) , I SPBEtf- /WLtSOnyryy 

a»i*5a> gm*=i— y»fca«3.— f iD#t>sfrt!5 40 
w &hv ma*-- ktf 

m&M-t (X7-y7Z 6-3 8) . 
[0 0 6 3]-*, tLttWaVfyyf— ^K*SV^-C, 

Hcayryytw^ifEg* (^75-/3 5) ic 

b if i-*f UT 3>7>7 frfttttS. 

[0 0 6 41 18(1, I SPlSBEf— ^t*Jl75«.a* 50 
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[0 0 6 5] fcST^^^W^H:^ ffrh<r>7>> 

T->-7 0 4 2) , BB#OK-e*iHi, a— ff«Sfc# 

U BBEASNG-efcii«SNS«:*ESt5. fcfc, 3tt=- 
(p^y« Tf*6!i»S*»ta— iff a 

SBRfctH+S. S8Rf (p^>"p) ©*#KU±, 3 

$mm<D=>y7-yyv~-;<i<cVtMm^£tt (*t 

fcS&fcttSHKfciES U *8tt© 4 # KttgSttSrtfHT 
t5 (^rs/7'4 5) . 

[0 0 6 6] ftfc, J:B©J:5fc**Q©=— jf7*-fe* 

til), ayryy-if- '<©!J:/-K BSE'^'S'b© 
*yM7-^±"C©IWtetH!:J:5, ftW©*— iftMt 

t^^ibt, I SPBBEIf-^fc'lt^if-fxgttt 
■e*>5fcB«U■CV^5tt«^-ft^'f , 54H•"et«Bi 

[0 0 6 7] *fc, I SPBEf--'<T?2S7*-fe*tt 
a^trp-iicj;!?, ^Sayrvyt-^tJRtS 
a— W»fc^E7^-fe^*SK*e>*l/fc*^t?t) 2fi7? 

[0068] (R^S *K, m 2 -eRW Lfc^HI 

nx©fcfe t ? y 7 y y tx-t-* 4 asff 5 Masr b 

[0 0 6 9] ?!J7!)^^tw<4lt 19© 

(a) t*tBKo^*r#3^VS'f-w<a»e,iR*-t 
5 0 iR*LfcBBEn^f±, 3— fKR^fefT 
5 1 sp, a— if, 3yfm»f*, ayryy 

[0070] i©i5K«fcoi spi*ft«>«*(*# 

(b) fc*t»Kt5-itJ:0» «WPMfe«r#l SP 

t«*ts^t^Bift5. m%m\^% 

*U 09 (c) t^t^ttS-ttiD, ny/y 

rticj;^, 3yxyy^#(±if©a-if^, v^o, 

if© 3 yf y v mm Ltzfr&mt % z t # t n 

5o 

[0071] *wm> ±.m(D%Mm\^m£tiz> - 1 

4< , #fFfS*©l5fflrtT'a^^H • JSJf#WBt?*> 
5. 

[007 2] 

[IgBJ©^*] ±E©J:5t, **MKJ:iitf, 3>t 
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t ft < = yf y vH4ki%& r t 5 £ 5 fc*5. 

{0 0 7 3] *fc, ayfyn- /<*3:yKa— ft 

#5©x\ ayf^yflwtsi sp&s.s^fcft<, 
fc-fcipteNSSrff 5 r i # Wit? 1 4 
[0 0 7 4] 4fc, *«Wfc*sit5^ VTV>ir*9x 
f-w<ottatj;9, #ispc#u SttisPKH 
*>5fflf««lt**RL-C*© I S PlctMWtefctWJTt 

[0 0 7 5] It, *3SW£*JP-Cf± I SPfcfe'JtSK 

agtta-t an****;*. 

[007 6]Sot, **9ifc.fc*U*, ISP-A©a 

— Wi sp-Boa^f^ltitt, isp- 

*©»iLT, I SP-BO»-f*#I SP-A 

y SA©»&^a— if t# LTft £ft3„ - © J: 5 fc, 

f£*tftft!K ay^yyftWttl SPfcON:M© 

[01] fflcf-r ^/vayr^yaftWrAW 

jS8«$£*t0-efc5o 
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[H2] J|Sf4|E|i|jiro*ftS:aW-f5fc©©H-e*>5. 
[03] r-f v ? ^/V3y'7-yySttv / ^7 L i>.©1i^Sr^ 
t0T*ifc5. 

[04] t-< "y^i^yy-yvmk'y^^nmm:^ 
[05] 3 yfyyt-^^ttSf-y/H^^tl 

[06 ] IS P|S|iEt-^#t1"Sx-yVw«Sr^t0 
[07] 7F]E7^-t^R±SW*:Kifl-f5fc©©Ht?ife 
[08] I SP^iiEtw^ioJtS&a^l-yn-f- 

[0 9 ] * y 7 y y 9 * f- fctt 5 &s&ira 
-r5fcfcco0t?fcSo 

1 »-■$*<■* 

2 ny-ryy-y— /< 

3 I S PSEf— '< 

4 tyry*?****- * 

5 4y*-%yY 

7 ay^yyytf^MJ 

8 ayfyyflS 

9 1 sPBEt- /« 

10 S8Ra-f* 
1 1 BtED 9 



(12) 
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(si) int. ci. 7 mm% 

G 0 6 F 17/60 Z E C 

12/00 5 3 7 

54 5 

12/14 3 2 0 



F I 7-?3- K (##) 

G 0 6 F 17/60 Z E C 

12/00 5 3 7 D 

5 4 5M 

12/14 3 2 0 C 



